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(54) INFORMATION SECURITY APPARATUS, APPARATUS AND METHOD FOR 
GENERATING PRIME NUMBER 

(57)Abstract: 

PROBLEM TO BE SOLVED: To provide a prime number 
generating apparatus which can reduce a quantity of 
calculation and definitely generate prime numbers. 
SOLUTION: An information security apparatus inputs a 
prime number q and generates a prime number N 
greater than q and is provided with a partial information 
setting part, a random number generating part, a part for 
generating an object to be determined and a part for 
determining the prime number. The partial information 
setting part generates the number u meeting a formula 2 
xu*q+1*0 mod Li (i=1, 2,..., n). The random number 
generating part generates a random number R\ The part 
for generating the object to be determined generates 
R=u+L1xL2x...xLnxR and N=2xRxq+i by using the 

number u and the random number R\ The part for determining the prime number determines 
the prime number by using the numbers N and R. 
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(54) B6M^»] ffffiir^n.U^>f«B, Sft*fe^B2fct^ft£j£#i* 



(57) [MM 

mm] a>o, »^«j*c*«**3&s 

U qJ:^^^itN^Mt^ 0 2XuXq + l^ 

0 mod Li (i = l, 2, • • n) $rS§/ci" 
ft u *jM(MiR*»i:, aftR* «r±*t« 
aft^filt»i, tu^, £L»R' £ffli/>T, R = u + L 

1 XL2 X-'XLn XR' ts N=2XRXq + l^ 
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JKT-fcSr 2ffl<D*»&&Sb3u«b 
^Sftq&tfnffl^ffi&Li . L2 , • • • , Ln trttfl> 

U atScLi, l 2 , • • • , Ln tt, ^ti^ 

q = l mod Li ( i = 1 , 2, • * • , n ) 

tt#bfc*»E**Li , L 2 , • • • , Ln tc^5£k£r 
l**bfc»«teJ:!K Bt#L^:«lrE**q0 2ffiP<Z>tr!x 

N = 1 mod Li (i = l,2, •••,n) ^ 

(Lenq-LenL-l) fcT y h^rCOSL^R ' 
U L e n q }± s mWHd<0^y Mtfc^ L 

enLfi, (Li X L2 X - • • X Ln ) <D \f y Y&X 

Mt/-:R' &tf„njESi»Li , L2 , • • • , Ln & 
fflV>T\ fcR=Li XL2 X - • • XLn XR' «£ 

JB^T, «CN= 2 X R X q + 1 «r*fifc-j-6*JS#*** 

»N<otMfc«je«rfT 5 r <t i-S»*3S 2 fcfiEtt 

y r>f8t 0 

SlWSS 2 N " 1 =1 mod N 

^2fJJ^5^ 2 2R 9^ 1 mod N 

fBi«^atf*2Wffi*ow*dSfifcS:-rs»'&tc % f» 
is® coif S-fe: =2. y r- -r 3SH„ 
BWbfcttESHfcqtJB^T* 

2XuXq + 1^0 mod Li ( i = 1 , 2 , • • 
• . n) 
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R»bfcJfflE**Li , L2 , . • Ln £/£b 

fcmE*u*. fe«bytmEa«R' 

R = U + L» XL2 X - • - XLn XR' 

3£R*±f£U JR»bfcWE**q £/&b 

N= 2 X R X q + 1 

WE*«j^#aj±, wiu%cNRwmm%tR*m^x, mm 
10 mNoimmmfczn 5 -££«f»*^ *i*#jsi ke« 

6 ] WE«»lf*4*»f±, 
SEffeNi (l^Ni ^Li -1) , ItN 2 (1^N 2 
^L2 - 1 ) . 

IfNn (l^Nn ^ Ln ~l) U 
tui = (Ni -1) / (2X (q mod Li)) 
mod Li ( i = 1 ^ 2 N ■ • ■ N n) 

mffibfcmjfS^Cui (i=l, 2, n) Srffll^ 

20 

tu = ui mod Li (i=l % 2, n) 

t -T 6 IS** 5 icEtt ^>tS«ir * y ^ 

JSlWffi* 2"" 1 =1 mod N 
^i:-rs^S^Sr*iJSb, 
^e>{-, ^ScbfeHfrEIScNSt5H(fE*R^ov^T, 
,^2fJj^ 2 2R ^1 mod N 

JB"e*>5r b-C, 2fi^3R»S:^b±fiKb 

lt$Cq;&t5nti§<7)^$:Li , L 2 , • • • , Ln Sr^# 

b. L2 , • • • , Ln fi, tin? 

q = l mod Li (i=l,2 % *-' x n) S: 
R»bfcflffE**Li , L2 . • • • , Ln 

50 [ff^«9] K^ia q ^)2{^fyhg?rft5 
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m&qRTfnmnm&L} , L2 , • • • . Ln 

l, **Li, l 2 , • • • , Ln **t* 

q = l mod Li (i=l > 2 % -**,n) £: 

Jfc#LfcWIB**Li , L 2 , • • • . Ln lc«5«£r 

**q»tfn«<D*«Ll , L2 , • • • , Ln «rfl*ft 
L N i:X% IlLu L2 , • • • , Ln tt, ^tl^ 

q = 1 mod Li ( i = 1 > 2 „ n) 

»»LfcMiB**Li , L 2 , • • • % Ln l;i«S*«r 
l&^Lfcii^*^ »»L*:«iK**q<0 2«Otry 

y ^ k *:*tr r <t «r«MR ^ 3 *«^«*fe 0 

1 ] Kfc©**q0>2«CDlfy h«Sr*i- 

SffRq&tf nfll^StlfcLi , L 2 , • • • . Ln £rffitf# 

l, rrr% XftLi, l 2 , • • • , Ln n zti? 
timm<i X 9/h*v^2«^»*-e*>5 , Sfftqfi, 

q = 1 mod Li (i=l,2 x '--,n) £r 

ft»Lfc*J«B**Li , L 2 , • • • , Ln f::«5ft£ 
B*^LfcaiR^J:U, 8l»Lfc«rta**q^2ffiF<Otfy 

[»*3gl 2] gl*P60^*qW2fSP(7)f y h««T*i- 
HU esUffc^dc 7" n ^ 7 A « % 

^^Cq^t^nflgcD^^CLi , L2 , • • ■ , Ln 

L, r~T\ S»Li, L2 , • • • , Ln tt, -?rtt-e 
tL*»q J:D/h*v^2&^<o*ft-c«>!?, *fcqtt, 
q = l mod Li (i = l» 2* •••*!!) £r 



Sl»L^Hl}|a*»Li , L2 , • • • . Ln 
^Lfcjl^idi D , tt»LfcSfte*«q<0 2ffiF©l^!x 

v^k Z^teZ k *W«ti-6IE«a»o 
[0 0 0 1] 

[0 0 0 2] 

20 [ 0 0 0 3 ] 1 . ^Ba«SBt-g-*5« 



30 



[0 0 0 4] £tHflMf tt5£<D 1 S AB»#* 

SMWBMitt, p. q^r^m^L, Iftn-pXqit 

s^*, itn^tx, **p, qSr*«>5Bas-efe 
Bil:ov^rii, M*«t^, *fflft**«, rut*-* 

PMmi-Mj , *ftaJ!R, 1 9 9 0, 1 4 4-1 
5 l-<-> ? tcpL<izI!-<^lxT^6o 

[0005] (mmwc^mmm^m-r^ r s ab&^ 

40 s£) *B3«»*M««rlCffli-5RSA«p»*a;^ov>"C 

(i) ^ico^iS; 

x q ^rti*^-r^o 

[0 0 0 6] • (p - 1 ) (q - 1 ) <£>*/Jv&ffif» 

L = L CM (p-1, q-1) ^rm*^i-6 0 
• L^S^^^T'Li^/h^l^^e^^V^AtCil 

50 lSe^L-l. GCD (e, L) =1 
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::t\ GCD (e, L) fl, eRUL<Dm± y A^)^ 
[0 0 0 7] • d = e" 1 mod L^tr^i"^ 

(2) Bf^XcDfeS 

[0 0 0 8] c =m e mod n 

m ' = c d mod n 

m ' = c d mod n 
= (m e ) d mod n 

= m** (eXd mod L) mod n 
— m 1 mod n 
= m mod n 

XfoZ><DX\ m^-JCm 1 tt, ^mir-ific-T^o 
[0 0 0 9] rtf^SHWcio^T, 8i*T-** 

^fH^-To A**x(t A x T'fc«9, 

A^X0|f6:i:^t o RSABt-^tCO^T 
tt, M*ttH, U4*W»* Tm«:ffiF#j , MitUS, 1 
9 9 7, 1 1 0- 1 1 

±efc^Lfc*H*##£*Sffl LfcR S Afflf-fl-fciisttS 

5o ^^^^ci-ov^Tfi, A.J. Menezes, P. C. van Oor 
schot, S. A. Vanstone, "Handbook of applied crypto 
graphy" , CRC Press, 1997, 145~154^<— iS^m L < 

mnzi%x\,-z> 0 

[0 0 10] i£M&mt Lt^^ite^^fco 

ffi-e*>5Mi I ler-Rabin8r£/C/fl Lti/^, Mi I ler-Rabin 
7£tco^Tte, A.J. Menezes, P. C. van Oorschot, S. 
A. Vanstone, "Handbook of applied cryptography" , 
CRC Press, 1997, 138—140^—^(^1^ L < n&BM&tlX 

[0011] fc^C&g&^&x /h*V^**Li , 
L 2 , • • • , Ln k&5-z-tb>tiX\,^Z>h<Db1rZ> 0 r. 
CT\ /h£^3!S|£<0— fclfi, ^2, 3, 5, 7j t'fe 

[0012] (^^2/^2) ct 9 *t^S©5 
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^ScLi , L 2 , • • * , Ln w^-rtixh^ww 
(^^y^3) Miller-RabiniSfcfciJ; 19 KftNoM^sRft 

70 [0 0 13] ±15<DJ; vtC, /h£i^f^2, 3,5,7 

fc*-6**2, 3, 5, 7-CW9«Jtt*V>»^ttt-«?o 
TV^o 2Xx + l mod 2 10*52, 3, 5, 7t 

WDfflix.ftv^«[tt4 7fl§fr5fc£>, ±iE<z><fcytc< 2, 
3, 5, 7t?«»)«in4v*o*4r#*i: Lt*»«S 

•rs^, **W3e-*-siHi*tt, 47/21 o^B"j«-c# 

[00 14] L*»L*dSfc, *^s/:/2tc:J: v#«bttfc 
20 aE«N©Hj&S'&fifc« (**T?fcvMft) -Cfc-S**, Mill 
er-RabiniSfe^ctS^^j^^-r^tt^^, \/ A$X 

»N«)tM«»t'fcotk Mi I ler-Rabim£t;:£>5Sf 
[0 0 15] («*«j**^«*«fecotMHt) #tC, «r 

tt, Miller-Rabin^tCt-S^fiJ^^ 1 0 HMft 0 5Et% 
^Ttfi, ^»(d>l*Lrfir^tt5Mi I ler-Rabin&tc J: 

[0 0 16] fgi mn<D&&mi£K?t*:ftiW$:P\ 

t-tzb* m i + lwtBnm&n&xft&ffiWP 

40Pi + i^PiXl/4 

<^«t*f± 1 -efcs^-e. pi =itfe6c iot, 
Pi ^ (1/4) * * ( i - 1) 

[0 0 17] Miller-RabinffiJctSSftWSllHiJco 

»*3B*«»SrilsHT5. «FEai*»***rt*ifc 
T'fi, Miller-Rabin&tc:J:53(l»*iJS«:**:T*l 0 [hJ^t 

50 [0018] 
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mi] 

10 10 

E P. ^ E (1/4) ** (i-1) =1. 33 
i=l i=l 

[0 0 19] "Cfc6o "^N^ffimt-jl^t#, 

m&ttezmmn. i/(in n) fg^-c&sco-e, 

W^Ctf, 1 n NtU^^Sc^J^^tT^ ir^^^E 
T^5r^tC^5 0 ::t\ In Ntt, NCOg^fc 
"CfeSo L;5>U 2, 3, 5, 7 XW\ 9 SJ*b 6£$Cf3:^tf> 
^^LTV^CDT% ^COlU^fi. 0 (2X3X5X7) 
/2 1 0 = 4 8/2 1 0tcN'J^"C*#S o r w~C% 0 (2 
X 3X5X7) 2 10»g»(D2, 3. 5, 

(8/3 5 X (In N) -1) x 
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8/3 5 X ( 1 n N) 
(8/3 5 X ( 1 n N) ) - 1 

[0 0 2 0] J^_b J: <9 , ***J*SJf(OleI«cfi, WW 

[0 0 2 1 ] 
[£fe2] 

IB 

10 

(2 1/ (4** (n-1) ) ) +1 0 



[0 0 2 2] «Ttfc5, 0y*.tf, N#S5 1 2 if y N<£> 20 ^ 3 *Mfelc1-5»S\ ***J***^HIf!Sf±, 

#<Hii6. 8(si-efosr fcj&sftBESn-rt^ [0023] 
60 m»mj£*ftom&2* 3, 5, 7-ewo«n*v> [»3] 

10 

(1 n N-1) x(£ 1/(4** (n-1))) +10 
i=l 



[0 0 2 4] £XTXfoZ> 0 N^512fyhOi:f, r 

m&m&iBimm 1 / 4 ^g««r* # 5 0 l * # ^ ^ 

3. ffi*W2-aS«*»^fi8*jSfe 

»S»lu*ft«:Mt5 I t AStt 5M a u r e r Sfcfc 

a u r e r&^ov^Tfi, A.J. Menezes, P. C. van Oors 
chot, S. A. Vanstone, "Handbook of applied cryptog 
raphy" , CRCPress, 1997, 152~153-<— L < tfc 

W£tix\s^z> 0 

[0025] «naa«w*scfej«*fe"Ctt, sct^-r* 

(^T-^/^l) L e n q - 1 \f y Y<DftMR*m$l't 

z> 0 **5, &»R<z>5te§gir:y Mi, &-r\ki£Z£i\z- 
[0 0 2 6] (^t^^^2) *N«rKToa;icj;*)fH|[ 
N= 2 X q X R+ 1 



[0 0 2 7] 

(* 1 WS) 2N" 1 - 1 mod N 
30 (S2W£) GCD (2 2R -1, N) =1 

-MoT, »«*sffl**ix-5*"C, ^S^^^^-To 
[0 0 2 8] r^)*B3e*«fett, Pock I ington^tR»*iJ^ 

fek&&ti, A.J. Menezes, P. C. van Oorschot, S. A. 

Vanstone, "Handbook of applied cryptography" , CRC 
Press, 1997, 1.44^— v^t-P L < l-<btLT^5o Poc 

klington (DmWcWfefeXte, N= 2 x q x r + l <n q 
JBiW£at5»2*JSott*3ftsjccfcix 

[0029] ro<fc 5 Cltv Ma u r e r 

Ma u r e r J: £W^WSi»£|£;frffi&ffl 

(Dmm&micLX l 6 try h©*«*r**-i-S. 

50 fe&Lfc i 6 try hoiMSfat 3 2 try h^ngfr 
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[0 0 3 0] fcib\ «HE!K2 2pJ«*r»:OipJ3e*C«;x.rfc 
2 2R * 1 mod N 

(*Stt***ric*«fe©»W*) Scfc* Ma u r e r 

[0 0 3 1 ] rr-ei^ 5 l 2 if y hoftroWSMIJjfeSl 
»^IU!Rr*W-*a:^a«t5o o£<9, 2 5 6 fy 
**S:fflV^T, 5 1 2 If v V <Dm%L*$L$L'tZ>Wi^^ 
V^T#*.S. jESRR&ffifclcatSi:*, jES 

»R3fl***t*SflMStt, 1/ (1 n R) SS-efc6 
<7>T\ ;i£>»£\ 5 1 2 hO*fft££/£-r5fctf>K: 
Pocklington *J^SrKi-|Hl*tt, in 2 512 £JL«& 
5:^^5o ^^J2T*fi^£7)^^*rbT, mm 
mj£Zft0<DX\ ^(Dmmte. (In 2 51 2 ) /2t 

[0 0 3 2] «iia»lW£*raai-S»*«:, Mi 

ller-Rabin*iJ^«:iiiai-5**i:*L< , 

coH3»{i, l + l/4^Tt'fe6 0 *ftlc:*tLT 
fT5***J*»*0»H, 2T^6 0 J^_tJ;<9, 2 56 
If 3/ hWitS^^t, 5 12 If 3/ h^gf^MtS 
fca&lcfT 5 5 12 tf 3/ h(D3K«MAK*lBlft». 

(1 + 1/4) ((In 2 512 )/2-l)+2 = 2 
2 2. 6 

[0 0 3 3] 128t"7F^^ 2 5 6 t^>F^iMi 

j£^5»^t>iig«ic%;t5£, 2 5 6 \fy h<om%tm& 

»J»lC*5ttSWSliIftfi, (In 2 256 ) / 2 -C*> 
<9, 2 5 6 If 3/ h<B**&£jarSfc»fcf?5 2 5 6 tf 
5/ ho»**J*«WleIfB:fi, 
(1 + 1/4) ((In 2 256 )/ 2 -l)+2 

N03f0t-m§ 0 lot, 2 5 6 ^«7h^Si 
^J^^SSIh)^. 5 1 2 tfs> h^ffJRMAttlFllilfBS 

[0 0 3 4] 6 4 If y 1 2 8 If y hfcifOtefcra 

«k:#;t3<^ «*«2±ft©tMM:*:, 5 l 2 tfs> h 
^S**J*StJS£|eHS:-C^afcSr ^T*£5 0 16, 3 
2 If y h<^SSftfe^;^tf**tt, 6 4, 1 2 8, 2 5 
6, 5 1 2 Ify h^sRft^^S-JSCfttctfc^T/h^i^ 
S6*fiaj2^ft:<OSfWfl:Sr, 5 12 tf y hoi 

(1 + 1/4) X { ( (In 2 64 ) / 2 - 1 ) /5 
12+ ((In 2 ,28 )/2-l)/64+((ln 
2 256 )/2-l)/8+((ln 2 512 )/2- 
1) }+2 (1/5 12+1/6 4+1/8 + 
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1 ) =2 3 7. 4 

[0 0 3 5] «*«2tC*3Jt6»»*tt, tt*fi»Jl<0 1 

i 6. 8 m«Tt-Jt-<nfj, tf-sa:^2fg^±#^r i: 

ftfc*ft*j*#i*«^*>6a^ «*« l J: 9 

[0 0 3 6] 

Mtff Xtfl» * a y ^ -f «r««-r 5 r. t Sr B ft 
t5. 
[0 0 3 7] 

[■W**ftt5^i6«)#a] ±SE@M£ill£i-5fctf> 

i-eW^tSrMtLt, 2 L^fifcL 
fc2fl0>*»O3l*3rffl^T, j^3£<D««£^j&»o?» 
■Htc:ftV\ Kfr<0**q<B2ffiF<Dlf 
3/ m*ttS*»Nt4ftt5l»«-fe*a yf^ii 
T'fcoT, itqMni(7)*tLi , L2 , • • 
Ln £3M#L, rrr% *»Li , L2, • • • , Ln 
tt, ^^tt*»q £ U/h*V>2«^**-e*>l9, 31 
^Cqte, q = l mod Li (i = l, 2, • • 
n) &Mtzi-m^&t, »»LfeWHE*«Li , L 
50 2 , • • • , Ln ^«S**rl»^Lfcai«^J:i?, ft» 
Lfc«JR**q<B2jff*>lf y h*Sr*"rS«Nt^*i- 
5t*¥ftt, *fifcUfc»N<o*ft2pJ3E«rtTV\ *Ntfs 

[0 0 3 8] rrT% WE*fi!c#gkf±, N=l mod 

Li ( i = i , 2, • - - , n) &mtcirmm$tN* 

fi, (Lenq-LenL-l) tf y hfi^SLIftR ' 2: 
fe&L, Lenqll q <7) tf 3/ hfi-Cfe 

40 ^ LenLfl ( L 1 X L2 X • • • X Ln ) <D If 3/ 

1 , L2 , • • • , Ln ^rfflV^T, $cR = Li X L2 X 
• • • XLn xr' iz£V^ »R*r4«L, JR»Lfc* 
»qX^J«U/t«R*rfflV^T, fN-2XRXq + l 

WIE*N&0«BftB5SftR«:ffi^T, mEftNO*»«3e* 

[0 0 3 9] r^T\ 89IH*iJS#®fi, ^LfcmfiS^c 
NtCO^T, ^l^J^^ 2N- 1 =1 mod N 
50 J&iL-tZfr&fr&mfel,. *fiR Lfc«HB*N& 
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t*ffie#Rl£OV*T, »2*Jje* 2 2R *1 mod 

[0040] miis^^fi, m^i^tzmmm 

^Cq^ffi^T, 2 X u X q + 1 ^ Omo d Li (i = 

1, 2, • • • , n) *mtc-tmu$:±f&*i-z>nftm 

fc*i(rfB**Ll , L2 , '".Ln i, LfclffilE 
ifcuc*:, £jaLfcffiiEa*R' £r/8^T, R = u + L 
i XL2 x • • • XLn xr' 1^*9, tR5:^L, 

= 2 X R X q + 1 ^£ <9 , ftN«:4filtt5WS»*t 
fiR»i«:*^ WIBW^att, 1lfrlS*N&tfiiJiE»R 

[oo4i] W3ESP»fS#^j*SPfi, MifcNi 

(l^Ni ^ L i - 1 ) , M$£N2 (1^N2 ^L2 - 

1) , ■■■> ^i^CNn (l^Nn ^ Ln - 1 ) 
L> tui = (Ni -1) X (2X (q mod L 
i ) ) mod Li ( i = 1 . 2, n) £r 

Jtffl-rSSfK^ffii:, JltfiL^itufBikui (i = l, 

2, n) £r£H^T, tu = ui mod Li. 

= 2, ■ n) srwfc-rtfc u*irm-t-3it$& 

[0 0 4 2] 

1. 1 ayf^E* ^*7^ 1 

^^xv^IBff v-^^A l ft HI l J: 5 f-, ^ ^ 

y^-KlO, ft«««3SS*3£« («T\ pda^ 

) 2 0. ^5/K7ty2 1, y-?vU=i — 

* (J£*T, PC^^ 0 ) 3 0, SfB -tf— ^gf 4 0& 
[0 0 4 3] ^SI4 Oft f^fcSfv?^ 

IT, PC3 0^i£{fb, PC30I1 Bt^fv^^^ 

ftMfcfr^y;*— Kl 0^»*i&tf o ^*y*^-Kio 
it ©tfbf^^^f^^S^tt, 5*^^^*^* 

^!)^-Kl0^PDA20(lgff6 o PDA20C 
It K7^^2 PDA2 0 

ft >*y^7— ki otcstiistt-cv^^^^^*^ 
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[0 0 4 4] E«t^8i4 0tt, ^sK-efcs 

6 0, ifliSi6 2^SiS1^6 l^Lt, ft 
«r*!S5 3HiL, MifgSOIt HP#ftv*^^/U 
f^^Slft^c fijffl#ft ^S*— Ki OSrftflf 

«8S5 0fc36»L, ftffir«8S5 0ft S« Lfcrtp-g-ftT* 

^/uf^^^^y ki o^s#i^tp 0 ^y* 
— KiOft Sl^^nti^^fbf^^/wfffl^ 

Lyh7 f ^^^*f^4fc*rlBlt-r5« ft««iS5 0ft 
y#-Kl O^fStt^^TV^^^^^/U^^^^L 

T, f^lrai^t5 0 - 

[0045] roj;^at > fw#ft ia«u— 
14 O^bt^fcSr^^M ^^(llt, it 

i. 2 ^^yi7- kio 

0 l , ^SJffliSB 10 2, Uf *IB«SfR 103, SLftfefc 
gfl l o 4 , SCttlBttA 1 0 5., <&mm*kfim 10 6, 

^m§«fs«a5 107, m^u ios, ^^109, 

Mffffil 1 2, BBEffil 1 32fet5iSa«aBl 1 4^b« 

[0046] ^^ey^-Kioit *fle«jtcf4, 

a^air^/i^-, ROM, RAM/^^f)M$tl5^y 
tV-^v/T-TA-Cfc^o itufSR AMMft n>-t e ^ — 

[0 0 4 7] ( 1 ) SJ*»lEtSSP 105 
SttttlBlSffi 1 0 5 ft aPBtit b-CW»n i*d tSr 

( 2 ) <kP^fHttgP 10 7 

^BB«ia«a$i 0 7 it ^riiiLT^tn^te^ 

[0 0 4 8] (3) y^eyfRl 0 9 
7< ^- y §|5 1 0 9 ft —WtW$L 1 1 liir^ra 1 1 

^0 0^^M^t^5 o — 1 l^t^ir^^T 

s«i i oft **tJen«««rE*"r5yt«>(Z)«*-eib 

ir^^T«g«l 1 Ofi, BCEAl 1 3fc£9, ^ 
y K l o'^SFSns+B^^B^^att^tiE 

[0 04 9] ( 4 ) ^^clEti^ 1 0 3 
50 fztb(Dmi& ; kiJmZ-X\<^Z> 0 
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( 5 ) ±ammn 1 o 2 

1 0 2ltlS4S»l 0 1-. ifqi, 
iftq^t'yhf^XLenq^:, 2 
T*fc6Li , L2 „ Ln k, (Li XL2X---X 

Ln ) <D\?y ht^fXL e n L k £tB^L, #CfC, sBJft 
^fifcftl 0 HBtf>fg»p£:g:tt8i!K gttKofc 

[0050] mn^L,x, m&±j&m 101^ 

/J^^iSt?*)5Li % L2 , Ln k, (Li X 

L2X---XLn ) <D\?y ht>fXL e n L £ SrfcJU^ L, 
iSfctc, *»£/S8&i 0 l lffloSfScpSrSttBi!), 
SJt8tofc**pSr*» P b ttr*»IE«»10 3^ 

[0 0 5 1 ] /«C*3, mWtq. t, StUCqrofy MM XL 
e n q 2 £JL^<0/h £ ***"C*> 5 L 1 , L2 . • ■ 
Ln (Li X L2 X • • • X Ln ) ©t'y bf-fX 

<t 9 t-, £j&jH*Ptt 10 211 10 1?r2 

UK Wt^r fcKU; 9 x 2«<©*««r£fifcUT^<6 0 
»iM-SJ:5fc, *«£fiMBl 0 1 jR*Sr^*i- 

fcifr&JC*3^-C\ M^IWl0 2lt #S2HIgcO^ 

J: 5 fc, Xft^Afti 0 ltWPU 
RftS 2ffl<7>Si*£:gUB-r5 <£ 9fcLT^ <fcv\ 

[0 0 5 2] MWl0 2(t mj|B2(H]CO^ 

*4aoRi:, itqi, tryht^XLeriqt, iff 
$CLi . L2 , Ln k, t'^hf^XLenLi 

^b*5^°7^^»S:fflV^^ 2 0(7)11 

XLenqt, nffl<Z>*fftLi , L2 , Ln 

sck, 2in«)<DtR»^(7)BSt-, mm a' KHftq' 

©t'y ht^fXLenq' <t , j 2 J^<ZVh £ ^fft 
fTfe^Li L2 Lj' (Li 'XL 

2 ' X---XLJ ' ) ©tyht^XLenL' 

[0 0 5 3] ::-e, afSq^SfScq' "0fc-«K n^j 

■e*--6o is* (li , L 2 , • Ln ) *mm 

(Li ' , L2 ' , Lj ' ) "C*>S 0 r*Ut Ml 

£fc (Li , L2 , Ln ) fc, jftft (Li ' , 

L2 ' , Lj ' <D'pt£< t h lfldSJIftoTl^* 

(6) ftft£riH«i 0 l 

3 1 , n^M^^ 13 2, » 1 *!»C*IJS«I5 133, 

»2*ft«j£ttl 3 4 2&t)«»Jffli»i 3 s^feWfiRSixr 
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[0 0 5 4] *ft£j£fffil 0 1 it 
q = 1 mod Li , 
q = l mod L 2 , 

•■•q = l mod Ln Srlfct*ftqt, 
SMkqIDtfy ht-YXL e n q k &5-X.btlfz k % , 3t 
&<l<D\?y X(D2{%<D\?y b iM X£r fcolRS p 

[0 0 5 5] nt% Li , L2 x Ln fi2JEJW 

70 <a/h£fc*»-e&£o (Li XLz X---X 

Ln ) ht-fXL e n LfifW^btlTV^t) 

qcotf^ ht^fXJ: <9/h*ft*«, «x.«Li =3, L 
2 .= 5*^****7 bttS. 

.[0 0 5 6] (a«^«(f|5 131) SU££>&£1$ 1 3 1 
ft £LJ&Mffl&l 0 2f)>b\?V ht-fXL e n qSVL 
e n L£r£f*8l(9, Slt»oti^y hf >fXL e n qft 
O'LenL^ffl^t, ( L e n q - L e n L - 1 ) t'y 

20 132 — tb^j-r ^>o 

[0 0 5 7] a***» 1 3 l.fi, ffi 1 ^»J^ 

»l 3 3*»?>«SE-rsJBlW3E«*S:»*tBt$o 

2«fRW£ffil 3 4^b«3*i-S*2«SflM(lS:5*j- 

Si^o a«*rii«i 3 ^i^j^w#. x«^2^j 

enq^t/LenL^r^V^T. (Lenq — LenL — 

i) ^i^-rX(7)a^R , **ufca» 

R' «r««»«fe*«fPl 3 2^a*rs. 

[0 0 5 8] 132) «S»«±fll8 

30 1 3 211 i«M»Sl 0 2^6««q*S»tIR9, a 

S:±^;ffl5i 3 l^aSR' ^Srtt^^o 8c 
*M13 2I1 *»t»ofe**q ta»R' ^r^ffi 

[0 0 5 9] 

R = Li X L2 X • • • X Ln XR' 
N= 2 X R X q + 1 

*«S»l3 4^fflAU **Lfc«N«r!Bl***Jfi 

»1 3 3Wl2it«S 1 3 4— m^^5o 
^ [0 0 6 0] (HiMSl3 3) IlIfM 
13 3ft mfettMtZLf&Ul 3 2 7&>jb$CN£rgrmi9 , 

2 N - ] =1 mod N WJS^l) 
«*r»2**fl|*»l 3 4^ffl*i-5. W&*£li>m%. 
ffil 3 i—tti^i-5o 

[oo6i] 2 *!»*ij^sb 134) m2 m&mmn 

50 1 3 4 ft W3e»**rit«Rl 3 2^^»Nt»:Ri:SrS: 
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ttl&<9, » 1 1 3 3A»fo, W£5fcl# 

[0 0 6 2] 

2 2R ^1 mod N 0Wfe£2) 

«jg5C2aSia&i-s»-&KiJl Kff£p t LtftNSrM 

MSl0 2^t6 o «je*2aSj»£L*^»&fc 
(ffiflltt 13 5) »P2i$ 1 3 5 (4, SRft^Affi 10U 

[oo63] (it^^^ ioi (Dmn^Dmx.) mim 

»*J^a5 1 3 3ftV*2*Sc*Jj£«l 3 4(CJ:^M 
H Pockl ingtonW^-^fcSo Pockl ington^J^t-o^T 
il H* rBf-^-SfSAF^J . &&mf&, 1993,2 

1^<— v^tF, A. J. Menezes, P. C. van Oorschot, S. A. 

Vanstone, "Handbook of applied cryptography" , CR 
C Press, 1997, 144^-v?tcp b < SB^bfi/TV^o 

[0064] N=2XRXq + lCOq frMWiXtb «9 
2 H ~ ] = 1 mod N 
2 2R =£ 1 mod N 

*10 1li*»=S:U*t5, atfrR' ©Ifyhf 

^fX^Lenq-LenL-lT'fc^^ SROlfy 

2 X L e n q td&5 0 

[0 0 6 5] ( 7 ) 106 

^HMi^n 10 6lt SSfRIEttffi 10 3 £>iRJR p a 

b CTlin = P a x pb ^rltliU Iffil^il 

»n£ffi««ME««Bl 0 5&^PR«MBfltffil 0 7^1 

#J&*. « (pa -1) tWC ( P b -1) £(0*/M*ffiP 

ii^LCM (p a -l, P b -l) &nm-rz> 0 

[0 0 6 6] £fc, ^PRti^A 10611 SLft^fifea 
1 0 435»fea*eSr3l»tBl5, Stt»o fcaifr e V> 
T, ^d = e" 1 mod L SHiL«d 
SrS5««IE««R 1 0 5^M, SLK e «r^BR«l|B« 
ffil 0 7— *#&£f 0 

( 8 ) a*£rii« 104 
t:^mm±atm o e^t^o 

[0 0 6 7] ( 9 ) 1 1 4 

iH^t^i i 4fi ^iimme«sisi o 7^p>s»n&t/ 

a»e«:R*fcHU tt*tti t/ilt n RlHAM. e Sr P C 

3 O-vffl^rTSo ^SifgPl 1 4fl ffiffiJ— 
£?I14 0 h 6 ORZ/PC 3 O^^L 

0 9f*jco— /ftfflScl 1 1— $#i£fr 0 
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[0 0 6 8] (10) 0 8 

1 0 8 11 -«Si«l 1 l^fel«#S:cSrR^tB 

"9, «f»Xc*ra[#U'C, tt-^^Cm' 5 o m' 

= c d m o d n #CtCl, m-£rt& 10 811 £.f£ t/cft 
jCm' ^^ey^l 0 9^(7)tdra7tJSl 1 O^ft 

[0 0 6 9] (11) WMU 113 
70 ®IiESR113fl ti— Kl Oj&s§S5jr£*x5tl^<£> 

i i o^offif«o*#^stj«-fe^^r«*sEi i o*^ 

[0 0 7 0] (12) ftj^m 112 
«»«112H ^*!)*-KlO*r**t5#«** 
SlWtSo 1- 3 PC30PC30|j:, H4[c^tJ: 
5 {-> iHSW^ 3 0 1, l&fiEgP 3 0 2, ftj#=pgfl 3 0 3, 
i£S«SB 3 0 4, A^£I5 3 0 5, 3 0 6 frhMtfZ 

20 $nt^5 0 

[0 0 7 1 ] r03SHJl Jrf£#H-*l ^^^CI^D-t 

ROM, RAM, ^-Kf-f^^^-^y h, fSS 
^^n^^yt'a- ^ v/^rAT*fc6 0 HulSRAMXtl 

ie a v kt ^ - * ? p ^ ^ a \z. m o T •*) fls i" s r £ f C J: 

[0072] PC3 0J1 ^^Ji^-KlO^ibltn 
30 &t>*aifce£gtfl&<9, St»tftofc«E*n2fcVa*e 
^, 4 h 6 O&frLX, BE«*— ^814 0 

^ffi-^o PC3 0J4, ✓<SS«4 0J&» 

^^^yh6 0^LT, W^c^Sitfl 
19, ^^^o/cPt^c ^r, ^^-y ^7— Kl O^^Srjf 
gBl 1 4-Mt5 a 

[0 0 7 3] 1. 4 E«*— ^14 0 
iE«^^3SH4 Ofi, H5t-^i-J:9t-, ^^f§P4 
o i, ^i^eiicSM o 2, 0t^bl?P4 o 3 ', »mtt4 
0 4»t5««E«»4 0 5^e>«fiK*turv^. 

^0 Sfi, PC3 0^rfs]^(c, nyt^-^^fAt^ 
t)., ^^n^nirs/iJ-as, a ^ t: 0 ^. — ^ Ate 

[0 0 7 4] (1) 1t^lElii^4 0 5 
1W#lS«^4 0 5(i, ^^^C^^m^lEtiLT^ 

( 2 ) ^r^i^isti^ 4 0 2 

^r^iifstt^4 0 2*1 ^r^ii^ it^isnsom 

50 e «rE«i"S^*Ofli««rfl|^rv^5. 
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[0 0 7 5] ( 3 ) 4 0 1 

Mif^4 0 1lt PC 3 Ofrb'f V 6 0£r 

ftfflUOll*, Bf-^gM 0 3*)Mb, Bg-^tc 

T, PC 3 o^^t-r^o 

[0 0 7 6] (4) Ifg-^bgM 0 3 
^itU4 0 3fi, timiBttSM 0 S^^^m^r^ 
fflU -^^iiBSlta4 0 2^^^n^ra^e 70 

m e mod n^id, Rf-^HbSP 4 0 3 fi. Ml/cBf^ 
£ri£^f£|$4 0 1 ^tH^t^o 
[0 0 7 7] (5) ftJ$P£&4 0 4 
»J»6P4 0 4fi, E«*-^3fi«4 o^Mf^Mi 

1. 5 PDA20W^5/K7^y2 1 

■fe^^.rffi«i i oica^^^Tv^ti-^m' £^ 20 

[0 0 7 8] — > K7t^2 1 te, *7*f«#S:*^^K 
1 . 6 iH^ffifg 5 0 

«#miS5(m, ***«*:flI^T, ffi«5«K«^OIB 

£WU SfeM, PC30^(/PDA20^^M 

[0 0 7 9] ;itf>«fflF«fS5 0te, 30 
P/Ptyt, ROM, R AM, $fi7^^^l^>f^ 
* K A^lft, iUfSB, ^-f** ^tT— 
^§3ytV-^^fAr^5 0 Htf|ERAM(C« % 

[0080] 5oit pc3ot mm^. * * 

Of*. Eft*— '<gEfi4 0 3d^, >fy^^yh60S: 
ft IT, rtr-S-^cSrSftffil?, gtt&ofcRg-JioJCc 

^^y^-Ki o (Dm&m as 1 1 4^it5 0 

[0 0 8 1 ] SS#«SS5 Ote, PDA 2 0 £IpJ«IK % t< 
1. 7 ^yr^ymMiy^'r^l(Dm\¥ 

(i) =i v^^^ia^f v-^^a i ^Mfpa^^yefs 50 
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is^TJ* 1 GQ®rt1^CO^T, i6i:/Tf7P-ft-F 

[0 0 8 2] Kl OOiSJS^fiKSl 0 1 tt, 

tp a &tr*«pb i o 3^»#&*f 

"r yzfs l 0 l) o ^flMttl 0 6i2, *«c 

t/^iMMBit«i o*7^##a^ m (pa -D tm 

(pb -1) i:Of/RM»SL = LCM (pa-1, pb 
-1) £J?ffi-f3 Uir^S 1 0 2) o a» 

Mtt£j£ttl 0 6— m^.-rS (^y^S 103) 0 ^ 
^, ^«4«»10 6(4, SL^e^giit^D, St*» 
ofcate^ffiV^, td = e'' mod L 

u *aLfcsSd^s5*«aa»ai o 5^»#^^., a 

Pee £^ffl«ffi«g|Sl 0 7-S#^t? (^T^SIO 
4 ) 0 #CfC, iggff gR 1 1 4 ft, 4*BHttlE*a5 10 7^ 

SL^Ce ^PC 3 O^m^L Uf y^SlOS) , PC 

6) o 

[0 0 8 3] Eflr-tf— 4 0 (W*|ffl«lE«« 402 

fi, p c 3 o y^-^> 5/ h 6 o &r^i§<f S4 o 

^y^S 10 6) , Ug-^SM 0 3te, «aia«gp4 0 

5a>k¥:*m*fc*fflu ^BMiEfitt4 o 2 3&*e>«E» 

[0084] c=m e mod n Ufy/S10 

7) Bt-SHb^M o 3te, ^§:if^4 o l &tM > 

^-^yh6 0^U, ?f^c^PC3 0^Mt 
Uf^S10 8) , PC30I1 Hff-flvfcc 3rg:ttSl 
9, %:tf&ofzV%-%Xc ^r, ^^y^7-Ki0(Di^f 
gpi 1 4^jfl, ^{ISfS 1 l 4fi, Lfc«F*S: 

c^^y^io 9rto— i l^st^t^ 

r'77 P S 109) c 1 0 8(i, — ««S«1 11^ 

bPt^c SrR^tUU, SJ«?«tS«a5 1 0 5^bf»cd& 

^t5o m' =c d mod n^{C, StSl0 8 
1 0— (^yZfS 110) a 

[0 0 8 5] PDA20it y ^ey ^7— Ki oco^^e]) 

BI51 0 9P^(7)ir^r^T^l 1 0 jh/0^5« 
^-^:m , ^ffil (^X^^S 111), 
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^vV*y*>2 1— thi^-r^o -^y b"7*>2 1 # 
2) . 

[0 0 8 6] fc*3, >^^-Kl 0^*5ltS±IB»f^ 

(2) Xft£j£»l 0 KDtbfls 
Sf»£/£S51 0 l<£>»f£tiLO^T, [§] 7 i!^f7P-f 

[0 0 8 7] Zmtkf&U 13114, Lenq-LenL 
-lf^^MR' ftt«U ! l ! iieWfc4*»13 2 

^m^-r 5 (*:ryy*s 132) 0 

fflSl 3 2 J*, »Ri:*N££ti-JtU KNSrfR 1 
S».13 3^U »N£»R.££r^2Si«*J3£a5 1 
3 4lcMf)-f% (*^y;/S 1 3 3) o flit 

3 3fi, 2 N " 1 =1 mod N OMfeC 1 ) 
O^cil^^lJ^L, /dc^L^^S^fi Ufy/Sl 3 
4) , ^^S 1 3 2^I.otMI^I^Ito 

[0 0 8 8] f&tL-tZm&^n (777/S 13 4), 20 
»2*fR*IJ^SFBl 3 4f±, 2 2R ^lmod N (WJg5S 
2) CD f&±LLte\,^m&te Ur^Sl 
3 5) , ^y-fS 1 3 2^MoTM^^^«9^-r o 
iL-TZ^r&te (XTy'T'S 13 5). m&b LTfN^ 
^^cfflWSB 1 0 2 ^ffl* U IR»^« 10 1(t «s 

[0 0 8 9] ft*3, 3g»^»I5 101 1^1*314 S_hE»f^ 
tt, fM»«5 1 3 5 Xft£dc»l 0 1 «:«^-rS#lf 

i^Jit^r ifcij; y)ftt>tiz> 0 

l. 8 tf-Bgcoptf jo 

0 1 JiiJz-BtHtWcov^TKWt- £o JUT 
tC^S^T, Li = 3, L2 =5, L3 =7, L* 

(2-1) X (3-1) X (5-1) 
=48/210 
-8/3 5 

fcfcSo rfui* iiPJtiMK-efcSo 

[0 0 9 3] ft 1 ifti^J^ 1 3 3 <Dnfc*mm 

<, i/4j^m5o Sot, lo^si^tt 

fir 5**W^**^>lsI«cf4, l + l/4OTT*>5o IS 40 

£l±£Q. 2 5 6 tyh©i»^ffl^T, 5 1 2 try h 
©**S:*fiJEi-S)tJe>^tT5 5 l 2 try ho*SMMg«t 

(1 + 1/ 4) ((ln 2 512 )X8/35-l) + 
2 = 89. 5 

[0 0 9 4] mi <nnm<DBm-?te, Lenq = 256 
tyhOlS^P), 2XLenq = 512t ,, ^0|| 
^Mt6^\ ft l <7)XlK^tt«>«ft^AA l 0 I* 50 



4#flf}2 003-5644 

20 

:enq = 2 5 6 trykU 2 XL e n q = 5 1 2 t'<7 

[0 0 9 0] ISR^fiE^(C^#^, 

1/ (1 n R) 8ft-Cfo5 0>T\ rco 
»£\ 5 12 try h(Z)|RIS*r^i-S^:ft*cPocklingto 
n «3£*l*i-|el#te, In (2 512 ) 
*S-C#5. ::t\ In Rl±, R^)S»M»-C*>5o 

±iesb i <Dmm<Dwmx^ 

N= 2 X R X q + 1 

= 2XLl XL2 X-XLn XR' Xq + 1 

X*&>%><DT\ 

N= 1 mod 2 , 

N= 1 mod Li, 

N = 1 mod L2 , 

N=l mod Ln T*fo9, Nfi, Li , L 
2 , Ln <D\,*-rtiXi>9VV)ti%:\t\ 

[0 0 9 1] mod (2XLi X L2 X-XLn ) 
(DWctf, 2, Li , L2 , LnT'mQWtlte^^m 

^ (2XLl XL2 X-'XLn ) / (Li X L2 X--- 
X Ln ) = (2-1) X (Li —1) X (L2 -1) X 
•••X (Ln -1) ./ (2XLl XL2 X---XLn ) 

XhZ> 0 5±# fiJB, 5£ 

IE*f, ref^jf^ir^y^j , Hg*SL 199 

[0 0 9 2] got, Pocklington #J3£S:W;i-»<Dffl3& 

(2-1) X (Li -1) X (L2 -1) X-.-X (Ln 
-1) / (2XLl XL2 X ■ ■ ■ X Ln ) 

Li =3, L2 =5, L3 =7, n = 3Xfr>Z><DX\ . 

(7-1) / (2X3X5X7) 



nMffyicfem-rzzbXs mmzm»&&fr& i 6 try 

bcom&frb* 5 12ITyh(DiS^t5:t« 
#5o ctoT, 12 8Cy h^P>2 5 6iry 
^-r5»^t>IW]«tC%^.Si:, 2 5 6 t'7^IM 

**-TSfe«)^fir5-2 5 6 try h<a&«M&tt#©ft 

(1 + 1/ 4) ((In 2 256 ) X 8/3 5 - 1 ) 
+ 2 = 4 5. 1 

[0 0 9 5] »*SHJ*«»(Otf3»Stt, jfc<Z)Nl::«# 
L, N(D3f Ot-ytfc5 9 Sot, 2 5 6 tfyhCD 
8 HI £\ 5 1 2 ITy KOW*«|*afcJHia 
^^^#X.^tl6o 6 4 tTy h^P> 1 2 8 fc'y hfeif^) 

l^frOff»ftSr, 5 1 2 try hOff»X!l^atJ(lslft-e 
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IfSffite, 64, 128, 256, 5 1 2 fcf y h 0>*ft 

mm i <o«jR^n 1 o 1 ±ft<Dnwm* , 5 1 2 tr y 

(1 + 1/4) {((In 2 64 ) X8/35-1) / 
512 + ((In 2 128 ) X 8/3 5- 1) /6 4 + 

((In 2 Z56 )X8/35-l)/8+((ln 
2 512 ) X 8/ 3 5 -1) } +2 (1/512+1/6 
4+1/8 + 1) =10 9. 0 

[0 0 9 6] $6*fif»J 1 (D 1 1 6 . SlEj^Tirtt: 

[0 0 9 7] La>L*#&, *l<0**o»j»fc:J:-5 

fc, 

N= 1 mod 2 , 
N= 1 mod Li, 
N= 1 mod L2 , 

■ -N= 1 mod Ln Sr»^^»Nf3H5S^bT, * 

[oo9 8] $%^<D®im*nz-z>b, mWi<ommtm 
2. m2<Dmm<DKm 

[0 0 9 9] ^^T^^IEft i"*"rJ» 1 b te, 

— K l 0 fi, Xft^AAS 1 0 1 ^ftxT, 1 
oib«:fx.r^5 9 a^fyyef v*^- 

2. 1 ^^^-K10^WJW10 2 

£/**j»gp 10211 xs&iftas ioib^ mm. q 

**qWl^ y ht>fXL e n q £ , 2K*<D/h£ft 

^^CT'fc^Li , L2 , Ln (Li XL2 X- 

■■XLn ) <D\f v hf^f XL e n Li:, q mod L 

1 , q modL2 , q mod Ln t&tti£) 

l, mc. xftiAim 0 1 b*>& lflofltftpfeSlj- 
0 3^§#&fro 

[0100] wc, lt> m»±f&n 1 0 1 b 

^/h^^itT'fc^Li , L 2 , Ln t, (L 

i XL2X-*-XLn ) Ot'^Ff^XLenL, q m 
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od Li,q mod L2, q mod Ln 

[0 10 1] 2. 2 ^*yj!;-Kl0O*|lt«»l 
0 1 b 

*»£fi)cSB 1 0 1 b te, q , q mod L 1 , q 

mod L2 , ■*-, q mod Ln (Li,L 
2 , Ln tt2«^0/h4&*ft) Rtfiftftq^f 

/0 S'ht^XLen q J&S^* bixfcS^ iMfcq^b^ h 
X<D 2 «o If 2/ h 1^ X£ fc o** p^tSUttl 

[0102] ::T\ Li , L2 , Ln RX* (Li 

XL2 X"-XLn ) ©tyht>fXLenLttM* 

T, A*SftS**q<0iry MNTXJ; 0/h*4*ft^ 

SR#til «K^«P 13 6b, SL»^*I5 131b, ¥4 
3£*f*£l*a5 13 2b, mi 133b, 12 

20 X&N&ttl 3 4 bRXfifflfflifrl 3 5 b^fe«ric*iX 

[0103] ( 1 ) mmnm&fen 1 3 6 b 

»»««H9!3e« 1 3 6 b tt, *bftMtt»l 0 2*>&iRft 
q,q mod Li, q mod L2 , ■ ■ ■ , q m 

0 d Ln , 
2XuXq + 1^0 mod Li, 
2X U Xq + 1^0 mod L2, 

• • • 2 X u X q + 1 0 mod Ln 

50 132 b-m^-r^>o 

[0104] 8&$Ht*^SSfl 136b (Dp^^o^TJL^ 
T^MW-fZo 1 3 6 b B8K^r 

ct 3 Sft^Affi 14 1b i&UWS'&JiScSG 142b^ 

(KSfeSfflJi 4ib) Sft^AflSl 4 l bf±, SLSfeN 

1 (l^Ni ^ Li -1) , N2 ( 1 ^ N2 ^ L2 - 
1) , Nn (l^Nn ^Ln ~l) £|§£L, 
ui=(Ni-l)/(2X(q mod Li)) 

mod -Li 

40 ( i = 1 , 2 , • • • , n ) 

[0105] m^, VrU IsXmtc u s ( i = 1 , 2 , ■ • 
n) «r»*M»14 2b^ttl*t6. 

(If 14 2b) 142blt 
j£*|51 4 1 bri>bui (i=l, 2, n) SrgttS 

0, ^it^oTtui (i = l, 2, n) 

u = ui mod Li (i=l, 2, n) 
3rrWc-fu mod (Li XL2 X-XLn ) ^T^^ 
50 5o 
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[0 10 6] rrr% ^HA^PJ^i&Ilco^Tte, H 

* r«p#a!»Anj , *#mjsu 1993, 1 

u' 2 =((Li ) _1 mod L2 ) x ((u2 -ui ) mod L2 )+ui 

u 3 =((Li x L2 ) " 1 mod l_3 )x((u3 -u' 2 ) mod L3 ) + 

u' 2 

■■•U'n =((Ll X L2 X---XLn-t ) _1 mod Ln )X((Un - 
U n-1 ) mod Ln )+U ? n-1 

SrtHfU u = u' n k1rZ> 0 10 

[0107] m^. mn&f&n u2bit its 

fc»uSrM3E#«t*a«l 3.2 b^mt)-TZ> 0 (2) a 
ft^dcffi 13 1b 

afC^rfc^ 1 3 1 b fi, ^AMflPffi 102HLenq 
RUL e n LSr^ttEt 1 ? . Stf&ofcL e n q&U<L e 
nL^V^T, (Lenq — LenL— 1) If y hftO 

aiScR' *£«u fe*Lfca«R' &«j£*tffc£j3i» 
132 b— tu^-r 5 0 

[0108] aift^fi£« i3ibn mi 

fc, JB2**4HIS»1 3 4b^b«J8i-6*4*|ffi«« 
£gtflfc6 0 a«fe*»l 3 1 bJi, JK3*JS««, X 
f«B4«S««S:S*tBt-5 4:, S*t«tofcify h 

ih-T XL e n q&T^L e n L Sr/Bl^T, (L e n q - L 
enL-1) ^ybt^XoaftR' U L 

fca^R' Sr«S»*fefiR«l 3 2 b^ttJ^-rSo 

[0109] ( 3 ) 132b 
flj*#**filc»l 3 2 btt, ^SI»SR10 2^b*» 
q, Li , L2 . Ln SrSlttK*), ^^tf^sS:^ 

^136 b35»fe*u«:aW*f9, a»**«l 3 1b^ 30 
bMR' 3r^ttJfc5 0 ^tfl&ofcmikq. L 

1 , L2 , Ln , $Cu&t>*aifcR' SrJH^T, 

[0110] 

R=u + Li X L2 X-"XLn XR' 
N= 2 X R X q + 1 

NSrfB2*««3e»l 3 4 b— tti*L, £riiLfc«Nfc 

3 3b-a*-rs. (4) jBi»ft«i 
^n3bii m»m^n i33bii ws#*4* 40 

ffil 3 2 ba>k»N£g:ttSi0, gttlxotf:»N£:fflv* 
9co*JS*3*s*at-rs^5^*««"*--5o 

[0111] 2 N -' =1 mod N (*1J^5£3) 

wjest 3 &f$ t &-rz>m£'iz.i-±. m 1 133b 

fl, *&i-5B*^i-«3 2M£«f#*r*2***J^»l 
3 4 b^ttL***-5 0 *US*3dS*irLftV>»^c:tt, fig 
SELftV^fc^-*-JB3Wft«««:a»**»l 31b- 

(5) l2iiMgPl 3 4b 
Sg 2 ***J5£« 134bit ^J5£*t#i£/&gff 132b^ 50 
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fe*RRtf»N£§:tt]&So m 1 3B**lJ«a5 1 3 

3 b ^b«6S3 Jjs«4ti B«r^t» 3flSf 

[0112] msnfemmzgirtwzt, m2mmn^ 

SPl3 4bfi, SttffiofcJftR&tfSN&ffl^T* 

2 2R ^ 1 mod N 0HUS5C4) 
*IJ^4^Sri-5»-&t-fi. »2*ft*|JSSPBl 3 4b 

tt, f»N«rS«cp ITM»1 0 2— m^i-^>o 
[0113] «S*4ds*i:L,«:v^»*^fi, i2ff 
¥U3£«S1 3 4bll W3e*4dSj5Kac L*v*©4:a*-f-jB4 
W3eflM**ra*^*«B 1 3 1 b-m^Ji-^o 

( 6 ) mwn 135b 

fM»g|5 13 5bil iRft^AA 10 1b **fiM-S«.jf 
2 . 3 10 1b cO^liE 

sg 1 *»#ij3&s5 133b &t>ig 2 m»wj£M 1 3 4 b 
**L-«x**£fifc» ioi©»i mmwzi® 1 3 3 

&tf#2 3WRW£»l 3 4 A:H£T?-*>5a>-C, iRft^A 
ft 1 0 1 b fcfc, lOli SH8fc&tH;ft-r 

[0 114] l£tz, a^CR' (Dt^y ht^X^L e n q 
-LenL-lT'fc^)^ ROt'y ht-f X^L e n 
q - 1 Y) , h-^-f 2 X L e n q \Z.t£ 

6 Q 

2. 4 mfk&tiMl 0 1 b6D»fP 

sas^ricsiu 0 1 b<Dmm^^^xm9\z7jk-ty 

[0115] SfP^ltasft^SB 1 36bfj:, 2 X u X q + 
1^0 mod (Li X L2 X-.-XLn ) Wctu 
?rfm I, IH(LfcuS:|lIS*«4dt»l 3 2 b^UA 

-r 3 152) 0 aftidifti 3 i b 

fi, L e n q - L e n L - 1 t s ^ hCOa^CR' 
U «L/cMR' 1 3 2 b — a* 

-f 6 7" S 153) D *IJS*J-*£JSSB 13 2b 

tt, RirN^ri+ffL, N 1 DlftflJSffi 1 3 3 b — ttS 
XJL, NtR«rJB2g|i«*iJ3eS|51 3 4b^a*i"S 
^>^^S 154) fl * 1 SiStflJSfflS 1 3 3 bfl, «ga 
3cD^c3i^*lJ^L, diStUftV>»^tt (^^^^S 1 5 
5) , ^f7XS15 3^ot^l^i«t 0 
[0 116] rtSri-Sa^Ji (^y^fS 155) , I 
2 9R» i NJ3£«fl51 3 4 bfi, WK*4(Z>fiRA*r*lJ3eL, 
iTL^V^^fi (^"^y^S 15 6), 1 5 

3-MoTMl^^)iit 0 fiKSt-rsS'&fi (^^^^ 

s i 5 6 ) , m2 mmmfct® i3 4bit p ti^x 

*N«r£#fM«lttl 0 2-tibl^L 1 5 

7) , 3Rft^A»l Olblt &m*1feT1-Z>o 
[0 117] 2. 4 %\-mm(D%¥ffit%)$k 

5 Q ^yciU, JBKOMB^HB^tHHttit^-C, 
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ambismwbi 3 6 h<Dft%m<owm\i'tz> 0 l*>u 

8|5$M*«R£«5 1 3 6 b J*, mod Li.modL 
2 , mod Ln OffgU &WiA^»*£I 

C7)ff %<D3*T*1h 5 s 2XLenqt'7F(7)i(0||-I^ 
felt, /h^<(5^A/ifO ^^Ltt)P«W^\ 
[0 118] t£oT, Jg2<D^i£<7)^(COl>T, fhg 

fc, N = N i mod Li N N2 mod L 2 , ■ • 
\ Nn modLn 9 > Ni * N2 , Nn ft 

[0 119] ^ot, XK^Atti o l bfcj;6<^ • 
(l) *rti-S**«:l»3EL*:v\ (2) *5&ftftSf* 
(3) «e*«^Jt«bTil!i*^**«:^* 

[0120] 3 . 

[0121] ffas-fev^ssafi, ii^s© 

1 0 2 10lS:f 
±AlHfllflSl 0 2^U ? *IS:^a5 1 0 1I^J;9 2fl 

tt, 133* nn. Hj* r^ftuf^j , in 

1 9 9 7, 1 1 0-1 1 3^-^L<^$n 

[0122] (i) 9m-k**s&m\z£z>4tmmo>*ktfL 

(^fs//S 17 1), ifpa Mftpb^ffl^ 

T, n = p fl Xp b , WL = LCM (p a — 1, pb 
- 1) SrWCi-S (x^y^S 172) 0 
[0 1 2 3] tfS-fc^SSBtt* 9y/A|:SL» 



25 



e (l^e^L-1, GCD (e, L ) =1) 

-tfr, d = e-' mod L^ff-^-TS Ury^Sn 

3) 0 ::-e, gcd (e, l) eH^i» 

pb &tf»d£8S*«t IT, *f ASS«iC#b"C» 

LTMt5 (^^y^S 175) 0 
[0 12 4] (2) ^-1fB*BK±Stf*:*:*>£j8 
/0 :x — ifBjgfifci* c -m e mod n £ff»-T 5 

^si7 6) o r~T% mfct, 3-— if B36JK*s^— if 
ASH— j^m-rs^ yir— ^XfeSo &f-> ifB$g 
fitt, Wfeftfcc LT, a-— ifA3£«f-i£« 

(^T-^^S 177) 0 
[0 12 5] (3) a— if A36«tcj:S«F#X©a# 
a— ifASSBii, m' =c d mod n£ffJ|LT, « 
— Ufy/S17 8) 0 r r 

T\ . 

c d = (m e ) d mod n 
20 = m * * ( e X d mod L ) mod n 
= m 1 mod n 
= m mod n 

kteZ^kfrib, * y-fe— i?m&QL&* s>ir— v^m' k 
[0 12 6] JK±»WUfcJ:-5*c, ^BBSi^^fiS^^T- 
£>£o;*:r ^i^^T, Si^Sofixii$2ro 
5<£>T% ^10^(D^^X^^2 60^CO^^ioV> 

[0127] 4. 

«±»BlLfcJ:5fc: % *»q & 2«*<©MIB**q 
/h*ft**Li . L 2 , Ln (n^2) ^^rA^^r 

fix *^q^, q=l mod Li ( i = 1 % 2, ■• 

n) ^yUfcL, N= 1 mod Li (i = l, 
2. ■ n) tIfcfNM*iLT4*tS. 
. [0 12 8] */c, 9RIS^«tt, SL^R' 
tftESttftq i:mJ|ESL^:R , R = Li x l 2 x--. 

^0 XLn XR' N=2XRXq + l^Ml, fe* 

LTtHulEN^t^taiSR^ffiV^-C, MflBN(7>3(l»i|5iJ^Srft 
5o **qt 2K^<D«lEil?*q J:fJ/h***« 

Li , L2 , Ln (n^2) ZAtlkL, ffflE* 

*q J;0*#&*»NSra*-r-6«*^di»tt, 2x u 

Xq + 1^0 mod Li (i=l, 2, n) 

u^^H^J|HSL^:R , £ffl^T, R = u + Lixlz x -- 

XLn XR' k, N=2XRXq + l^^l, HUlB 

50 [0 1 2 91 «HE**afedc«f4 % «[*Ni (1 ^ 
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Ni ^Li -1) , N2 (1^N2^L2 -1) , 

Nn (l^Nn ^ Ln - 1 ) ^4L, Ui = (Ni - 

1 ) / (2 X (q mod Li)) mod Li 
(i = l, 2, n) £f+»L, mllEui (i = 

1, 2, ••, n) £#jV^T, u = ui mod L 
i (i=l, 2. n) SriBfc^ufcW-JfrfSo 

[0130] ^tc. mmmmmfeun. mien^u 

2N- 1 =1 mod N<Df&&&mfe^, WimNRXfR 
i^t, 2 2R *1 mod NCO^cVl^r^J^i-^o r <D 

[0131] J: «9 , ^mte^X^W&lf^Z 

5. ^0{til<7)^^J 

[0132] ( i ) *%>m&. ^mmcomm^^i-mm 

(2) ±|B^*5l^TttWbfc**^«»tt, 

(3) *jt*<0«ttJc^i-*»ft*«BSr«*. 

[0133] (4) mimmnmui 3 3, ^2i»j 

7£U 1 3 4 , ^ 1 3R!Bfc¥lj5£giS 13 3b, fg 2 3Rft«J£ffi 
1 3 4 Mi. ±ia**<z>*«4:»*S*SkW3E*«r«ffl 

m 1 m&nmm i33b«, ^^^ffl^s £ it 

[0134]a N - , =lmodN 40 

ittfcJ:^. flu atei^a^N-i £r^fc-f 

T*&5o Sfc, f2itmi3 4Ml2it« 
8B13 4bfi, O^flJS^ffl^S^LttiV^ 
b 2R 1 mod N 

GCD (b 2R - 1 , N) =1 

tUUKlfiU Mil ^ b £N- 1 *»fci"«E«k 

[0135] (5) 7*is*/i>mfcm±s ^mx&zt L 
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(6) ±ffi^H16^ffi(C*3l^T, R S ABt-^-^igffi-r 

[0 13 6] (7) ±EJC^-r*ftt?*>-6i 

XfrZ> t Ltt) frjfE^ ^ — 

K7*-f CD— ROM, MO, DVD, DVD 

-ROM, DVD- RAM, KlflBflk 

[0 13 7] £fc, #»Wf±, fufS^tf^-^n^ 

-^^fAT^ot, HijfB^^eyji, _hfS^>-fc: 0 ^ — 
[0 13 8] £fc, HfflB^n^^AXfiHffia^^^/Mt 

t°^.-^ v-^^A^J: DHJfi-rs^ UT ^ J:v^ 0 

(7) ±EI8*o»*&t^±IEK*«**n j Pixa** 

[0 13 9] 

ffl(7?Ki«Li , L2 , • • • , Ln £Btf#U ::t% 

^^Li , L2 , • • • , Ln fi, ttiWSSqJ:*) 
/J^V>2JtU^CD^«CT*fo*9 , m^Cqfi, q = lmod 
Li (i=l,2, • • - , n) «r*fc-*-a»*« 
t. ^#LfcmJ|S^Li , L2 , • • • , Ln ^&Z> 
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So 

[0140] rcofli^icj:^^, 

6 0 WTlB*ja#af4, N=l mod Li (i 

= 1,2, • • n) ■«:»fc-r«HB*N*:**-rS. 

SftlE^J^^Sfi, (L e n q - L e n L- 1 ) tf 70 
7 hfiwatSR' Lenqil 
q^t^yhfTfc^ LenLfi, (Li X L2 X • • 

• XLn ) <D\?y h*tf*)Sa**fi!l«t, fferiSLfc 
R ' Xt^HfriaigifcL! , L2 , • • • . Ln 3rffl^T, 
^CR=Ll XL2 X • • • XLn XR' WcR^ 

N=2xRx q +i Sr±rti-5WS*t**fiJi»i: 
^ tufEW^^^fi. B^JlEmN / S:t>*BulE*R^fflv^T, 
itu tam N (7) X g £ f=f 9 o 
[0 14 1] :©i«|:J:5i:, 20 

T, 2XuXq + 1^0mod Li (i=l, 2, • 

• n) ^i/cffu^«t5^ttM« 

*Li , L2 , - • • , Ln fc; fertLfe«HB*ut, 
&J»LfcffirtB»*R' Srffl^T, R = u + Li xl 2 x 

• • • XLn xr' ftRS:t*L, BtWLfeW 
fESHftqir* ^LfcftRir^rfflV^T, N=2XRXq 

[0 14 2] r^iftasi:, 
iet5lift<, tmtWIB*:ffllB"e*S. 

[hi] =r i/rio-ymt is**?-** i <DmjS£^-r^o * 

[0 2] ^^y^-Kl OOM^f^o^^tfe 

So 

[H 3 ] mm±f&& 1 0 1 OM^^f/p y ? itfc 
So ¥0 
[H4] P C 3 0 <^*«^t^n y ^ BT'feSo 
[15] E«t->'<JSi4 OoMSr^t^p y ^H"C 



50 



[06] =» yfy^Eft isx^rJ* l flHftfisSr^i-^n — 

[H7] o i (nmtt^-f7*-^^- h 

[is] xft^Aff i o i b«^^n y*n-e 

[0 9] 0 l bO»fPSr*i-7u-^^r- 

[0 10] ?tfIjfV^TA^i)]^^t7P-^t- 

[«f**>kw] 



1 0 




2 0 


PDA 


2 1 


^y Y7*l/ 


3 0 


P C 


4 0 




5 0 




6 0 




6 1 




6 2 


mmmmm 


10 1 




10 2 




10 3 




10 4 




10 5 




10 6 




10 7 




10 8 




10 9 




110 




111 




112 




113 




114 




13 1 




13 2 




13 3 


as i 


13 4 




13 5 
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[Hi] 




[H)2 ] 



im7] 



✓10 



/103 Pa,Pb 



,104 



,105 



106 
n.e 



107 



m' 



N08 



✓112 



.,113 



114 



,109 



^110 



— ^^^rr 



r , SI 32 

,S133 



PO 
Xtt 



m ' PDA^ 
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[B3] 



101 



✓135 



,|- en ? 131 
LenL 



]T^>2 



R,N 



134 



>133 



SS23*a¥U£SB 



[B4] 



30 



301 



302 



303 



BEESS 



304 



305 



306 



Art® 
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[B5] 



[0 9] 



40 



S^UTPCs n,e 



402 



405 



401 




n,e 



404 



403 



¥5m 



times 



SI 53 



1 *JfcftfecD£a~~K 
S155 
NG 



SI 54 




[IH6] 



I 



,S101 



T =~ 

n=PaXPb 
L-LCM(Pa-I.Pb-l) 



SI 02 
SI 03 



, i l^S104 

1 d=e~ 1 mod L \ 



PC 



SI 06 




,S107 
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[H8] 



10] 



135b 



136b 



^141b 



ggifejgg j 

| ^14 2b 



,101b 



131b 



132b 



N 



/133b 



134b 



I 



S171 



Pa,Pb€£j£ 



T 



,S172 



n=PaXPb 
U=LCM(Pa-1,Pb-1) 



,S173 



d=e _1 mod L 



Pa.Pb.d 



SI 74 



1 S-^m'^c* 1 mod n \ ^ 



SI 78 



S175 



✓ S176 



B&#c=»m»modn| 



S177 



<72)*W# Sh] 

*BBfiFnJMT**nJH006#* ^Ti^ 



F^-A(##) 5J104 AA23 EA04 EA19 EA32 JA28 
NA02 NA18 NA35 
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